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ABSTRACT 

Mobile cloud storage (MCS) provides clients with 

convenient cloud storage service. In this paper, 

we propose an efficient, secure and privacy-

preserving mobile cloud storage scheme, which 

protects the data confidentiality and privacy 

simultaneously, especially the access pattern. 

Specifically, we propose an oblivious selection 

and update (OSU) protocol as the underlying 

primitive of the proposed mobile cloud storage 

scheme. OSU is based on onion additively homo 

morphic encryption with constant encryption 

layers and enables the client to obliviously 

retrieve an encrypted data item from the cloud and 

update it with a fresh value by generating a small 

encrypted vector, which significantly reduces the 

client’s computation as well as the 

communication overheads. Compared with 

previous works, our presented work has valuable 

properties, such as fine-grained data structure 

(small item size), light weight client-side 

computation (a few of additively homo morphic 

operations) and constant communication 

overhead, which make it more suitable for MCS 

scenario. Moreover, by employing the 

“verification chunks” method, our scheme can be 

verifiable to resist malicious cloud. The 

comparison and evaluation indicate that our 

scheme is more efficient than existing oblivious 

storage solutions with the aspects of client and 

cloud workloads, respectively. 

Index: mcs, osummorphic encryption, 

cloud storage 

I. INTRODUCTION 

IN mobile cloud storage (MCS), data is stored on 

a cloud and can be accessed from anywhere with 

mobile devices. Due to the attractive properties, 

MCS is becoming more and more popular. Some 

large companies provide MCS services for 

business purposes, i.e. Apple I Cloud, Drop box, 

Microsoft One Drive and Google Drive. In many 

situations, the cloud is not considered fully 

trusted. Thus, the client may employ encryption 

schemes to keep data confidential before 

uploading it to the cloud. However, in MSC-

based applications, data always be related to 
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certain information, such as location information 

in location based services. In this situation, which 

item of data is being accessed leaks addition 

information to the cloud server. By utilizing this 

leaked information of access pattern, the cloud 

may infer the operation of the client and even the 

content of the encrypted data. For example, in a 

searchable encryption system, a cloud can identify 

approximately 80% of the search queries by 

applying a general inference attack with access 

pattern leakage and minimal background 

knowledge [1]. Oblivious technology, such as 

oblivious transfer (OT) [2], oblivious storage 

(OS) [3]and oblivious random access machine 

(ORAM) [4], is a kind of technology that can 

protect both data and access pattern. Generally 

speaking, these 

technologies allow a client to access its 

outsourced data stored in an un trusted cloud 

without revealing which items have been visited or 

even what kinds of operations are requested. Due 

to the high level privacy preservation, these 

technologies have been widely applied in various 

application scenarios such as searchable 

encryption [5][7], encrypted hidden volumes [8], 

[9], cloud storage [10][13], multi-party 

computation [14][18], etc. However, there are 

some challenges to employ existing oblivious 

schemes into MCS scenario due to several 

reasons. Firstly, mobile devices are generally 

connected to the Internet via wireless networks, 

such as ad-hoc, LTE, and Wi-Fi. That means the 

mobile devices have limited communication 

bandwidth to download and upload data. Thus, 

some schemes suffered by the well- known 

communication bandwidth overhead lower bound 

result O (log N) cannot be employed into MCS 

due to the heavy communication overhead. 1 

Secondly, although modern mobile devices, such 

as mobile phones and tablets, have significantly 

improvement in terms of computing capability, 

they still cannot compete with personal computers 

or other powerful devices. Complicated 

computation also reduces the battery life of 

mobile devices. Therefore, some schemes based 

on fully homomorphic encryption (FHE) [19] or 

multi-layer onion additively homomorphic 

encryption [20] are also not suitable for MCS due 

to complex client- side encryption and decryption 

computation, although they circumvent the 

communication lower bound and achieve constant 

communication bandwidth overhead. Thirdly, 

many existing oblivious schemesare also suffered 

by the lager minimum effective item size. 

Minimum effective item size refers to the minimal 

number of bits in an effective item of an oblivious 

scheme required to meet the predefined 

communication complexity (constant or 

logarithmic). Lager item size prevents the mobile 

client from fine-grained accessing its own data. 

Moreover, it also further increases the 

communication or computation overhead of 

existing oblivious schemes. 

Some oblivious schemes consider to 

introduce data locality to improve efficiency. 

Data locality reveals the tendency of a client to 

access its data over a short time. Spatial locality 

and temporal locality are two typical types of 
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reference locality of data access. Spatial locality 

refers that the client may access the nearby data 

items if a particular item is accessed. Temporal 

locality refers that the client will reuse data 

repeatedly within a short time. By taking spatial 

locality into consideration in non- constant 

communication overhead oblivious schemes, the 

amortized communication overhead whiling 

accessing a series of items is lower than that 

whiling accessing one item independently [21]. 

Taking advantage of temporal locality can also 

significantly improve efficiency of particular 

oblivious schemes since if an item is visited, it 

only requires lightweight computation and 

communication to access the item again in a 

short time. However, as far as we know, there is 

no related work that has considered temporal 

locality. In this paper, we propose an efficient, 

secure and privacy-preserving mobile cloud 

storage scheme. The proposed scheme has the 

following properties: 

1) protecting data confidentiality and access 

pattern simultaneously, 

2) constant communication bandwidth overhead, 

3) low client side computation (a few additively 

homomorphic encryption and decryption 

operations), 

4) small minimum effective item size (several 

kilobytes for reasonable data capacity), 

5) taking temporal locality into consideration, and 

6) verifiable (against malicious cloud). 

Specifically, we highlight our contributions of 

this paper in the following. We define a two-party 

protocol, i.e. oblivious selection and update 

(OSU) protocol, and present a concrete 

construction of OSU protocol. OSU allows a 

client to obliviously retrieve its encrypted data 

from the cloud and update the data with a fresh 

value. Compared with other methods, such as 

PIR-Read combined PIR- Write, OSU requires 

less communication and client computation. For 

particular data size, the proposed OSU has O (1) 

communication complexity and requires the client 

to execute minimum encryption and decryption 

operations. Moreover, the protocol is of 

independent interest for other secure multi- party 

computation application scenarios.Based on the 

proposed OSU protocol, we present an efficient, 

secure and privacy-preserving mobile cloud 

storage scheme. The scheme can simultaneously 

protect data content and preserve access pattern 

privacy. Compared with previous works, our 

scheme has small item size, low client-side 

computation, and constant communication 

overhead. We also introduce temporal locality 

into our construction to further enhance the 

efficiency. By combining “verification chunks” 

method, our scheme can be verifiable and resist 

malicious cloud. Furthermore, we evaluate our 

construction and other related works and the 

experimental performances show that our scheme 

is more efficient.Organization. The remainder of 

the paper is organized as follows: In Section 2, 

we review some related works. In Section 3, we 

introduce the system model and threat model of 

the mobile cloud storage. The preliminaries as 

well as the oblivious selection and update 

protocol are described in Section 4. Our 
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proposed mobile cloud storage scheme and the 

proofs and analyses are introduced in Section 5 and 6, 

respectively. Finally, we give the evaluation and 

conclusion in Section 7 and 8. 

II. LITERATURE SURVEY 

1. TITLE : A Secure Searchable Encryption 

Framework for Privacy Critical Cloud 

Storage Services 

Year:    March 2021 

Authors: Boda Sai Sree G.Natraj Shekhar, Kiran 

Kumar Mungara 

Abstract: SSE was first presented by Song et al. 

Curtmola etal. proposed a sub direct SSE 

conspire and presented the security idea for SSE 

called versatile protection from picked 

catchphrase assaults (CKA2). Refinements of 

have been proposed which offer broadeneds 

functionalitis[11]. In any case, the static idea of 

those plans restricted their relevance to 

applications that require dynamic document 

assortments. Kamara et al. were among the first 

to build up a DSSE conspire in that could deal 

with dynamic record assortments by means of 

ascrambled list. Not with standing, it releases 

huge data for updates and it isn't parallelizable. 

Kamara et al. proposed a DSSE plot, which 

released less data than that of and it was 

parallelizable. As of late, a progression of new 

DSSE plans have been proposed which offer 

different compromises between security, 

usefulness and effectiveness properties like little 

spillage, adaptable quests with broadened 

inquiry, or high productivity.Enlivened by the 

work from Kamara proposed another sub direct 

DSSE plot which underpins more intricate 

questions like disjunctive and boolean inquiries. 

2. TITLE: A Three Layer Privacy Preserving 

Cloud Storage Scheme BasedOn 

Computational Intelligence in Fog Computing 

Year: May 2021 

Author: Vaspari Kalyani,B.Suresh , K.Anjaneyulu 

, K.Krishna 

Abstract: The meaning of security in circulated 

capacity has pulled in a lot of thought paying little 

heed to in academe or industry. There areahuge 

load of examines about secure circulated 

stockpiling structures of late. To settle the security 

issue in conveyed processing, paper proposed an 

insurance saving and copy anticipation BIR plot 

using encryption and watermarking methodology. 

This arrangement can get the image substance and 

pictures incorporates well from the semi-genuine 

cloud laborer, and keep the image customer from 

unlawfully passing on the recuperated pictures. 

Shenet al. think cloud is semi-trusted and propose 

a framework for metropolitan data sharing by 

mishandling the qualitybased cryptography. The 

arrangement they proposed is get and can 

contradict possible attacks. Fuet al. propose a 

substance careful chase plot, which canmake 

semantic request more insightful.The 

examinations results show that their 

arrangement is compelling, Hou, Pu and Fan 

consider that in customary condition, customer's 

data is taken care of through CSP, whether or not 

CSP is dependable, aggressors can regardless get 

customer's data if they control the dispersed 

stockpiling the heads center point. To dodge this 

issue, they propose an encoded file structure 
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dependent on an unbalanced test reaction 

confirmation component. So they propose a safe 

virtual protection plot reliant on SSL and Daoli 

moving data over SSL and sending Daoli on the 

cloud laborer, the system scrambles data before it 

is formed into the hard circle. Feng brings up, the 

weight of worker will increment and information 

may spill during transmission in cloud 

workers. Feng proposes a more succinct plan: 

scrambling information in shut cloud climate. 

3. TITLE: A Lightweight Secure Auditing 

Scheme for Shared Data in Cloud Storage 

Year:   August 2021 

Authors: Areddy Priyanka, T Baba, Kiran 

Kumar Mungara 

Abstract: Software solutions always provide a 

dynamic environment where business and 

technology strategies converge. The very 

different approach focuses on new ways of 

business combining IT innovation and adoption 

while also leveraging an organization’s current IT 

assets. Now a days it is spreading and work with 

large global corporations and new products or 

services and to implement prudent business and 

technology strategies in today’s environment 

III. PROBLEM STATEMENT 

Goldreich and Ostrovsky introduced the first 

concept, oblivious randomaccess machine 

(ORAM), to preserve access pattern privacy [4]. 

They proposed a concrete solution, Square Root 

ORAM, and demonstrated a communication 

overhead lower-bound blowup (logN). In their 

setting (passive setting), the memory, or cloud in 

cloud computing application, acted as a passive 

storage entity and does not execute any 

computation on data. Under this setting, a series 

of works had been improved in terms of theory 

and efficiency [22]– [33]. Shi et al. first 

organized their construction into a binary tree 

over buckets [24]. 

By operating blocks along tree paths, the 

proposed construction achieved O (log3 N) 

communication worst-case cost. Path ORAM 

[26] was proposed by Stefanov et al. based upon 

the binary tree ORAM framework. It achieved 

the (logN) lower-bound blowup demonstrated by 

Goldreich and Ostrovsky 

[4] in passive setting. It was also extremely simpler 

than other constructions by avoiding using 

complicated cryptographic primitives and efficient 

with small end-to-end delay for reasonable 

parameters. 

Actually, the current cloud is considered to 

have significant computational resource and can 

execute heavy computation. A series of 

subsequent works followed the computation cloud 

setting and circumvent the lower-bound by 

allowing the cloud to execute heavy computation 

for the client [19], [20], [34]. Although it was not 

the first one to adopt cloud computation model, 

Apon et al. first formalized the verifiable 

oblivious storage, which generalizes the notion of 

ORAM by allowing the storage medium to 

perform computation [19]. 

Devadas et al. proposed a constant 

communication bandwidth ORAM, i.e. Onion 

ORAM, with cloud computation [20]. In Onion 

ORAM, data blocks were encrypted under multi-

layer (forming as an “onion”) additively 

homomorphic encryption scheme [35] or 
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alternatively somewhat homomorphic encryption 

scheme [36], which allowed the client to retrieve 

the target blocks and evict blocks through paths 

with small encrypted select vectors. By 

combining the reverse lexicographical eviction 

order method [16], Onion ORAM overflowed with 

negligible probability for eligible security 

parameters. Moataz et al. proposed another 

constant communication bandwidth ORAM 

named C-ORAM [34]. Compared with Onion 

ORAM, C-ORAM removed layered homomorphic 

encryption and replaced it with an efficient 

oblivious merging technique. 

3.1 Disadvantages 

1. An existing methodology doesn’t implement 

Additively Homomorphic Encryption method. 

2. The system not implemented Resistance to 

Malicious Cloud Concept. 

IV PROPOSED SYSTEM 

In this paper, we propose an efficient, secure and 

privacy-preserving mobile cloud storage scheme. 

The proposed scheme has the following 

properties: 

1) protecting data confidentiality and access 

pattern simultaneously, 

2) constant communication bandwidth overhead, 

3) low clientside computation (a few additively 

homomorphic encryption and decryption 

operations), 

4) small minimum effective item size (several 

kilobytes for reasonable data capacity) 

5) taking temporal locality into consideration, and 

6) verifiable (against malicious cloud). 

Specifically, we highlight our contributions of 

this paper in the following. 

We define a two-party protocol, i.e. oblivious 

selection and update (OSU) protocol, and present 

a concrete construction of OSU protocol. OSU 

allows a client to obliviously retrieve its 

encrypted data from the cloud and update the data 

with a fresh value. Compared with other methods, 

such as PIR- Read combined PIR-Write, OSU 

requires less communication and client 

computation. For particular data size, the 

proposed OSU has O(1) communication 

complexity and requires the client to execute 

minimum encryption and decryption operations. 

Moreover, the protocol is of independent interest 

for other secure multi-party computation 

application scenarios. Based on the proposed 

OSU protocol, we present an efficient, secure and 

privacy-preserving mobile cloud storage scheme. 

The scheme can simultaneously protect data 

content and preserve access pattern privacy. 

Compared with previous works, our scheme has 

small item size, low client-side computation, and 

constant communication overhead. We also 

introduce temporal locality into our construction 

to further enhance the efficiency. By combining 

“verification chunks” method, our scheme can be 

verifiable and resist malicious cloud. 

Furthermore, we evaluate our construction and 

other related works and the experimental 

performances show that our scheme is more 

efficient. 

4.1 Advantages 

1. Additively Homomorphic Encryption which is 

a form of public key encryption. It allows anyone 
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with the public key to manipulate ciphertexts to 

generate a new ciphertext, which is encrypted of 

corresponding operation result of original 

plaintexts. 

2. The proposed system is more efficient, secure, 

and privacy preserving mobile cloud storage 

scheme, which is suitable for lightweight 

application and against malicious cloud server. 

 
V. SYSTEM ARCHITECTURE 

 

 
 
 

System architecture is the process of designing 

the elements of a system such as the architecture, 

modules, and components, the different interfaces 

of those components, and the data that goes 

through that system. 

VI. METHODOLOGY 

6.1 Data Owners 

In this module, the data provider uploads their 

encrypted Owners data in the Cloud server. For 

the security purpose the user encrypts the data file 

and then store in the server. The User can have 

capable of manipulating the encrypted data file 

and performs the following operations Register 

and Login, Upload Blocks, Verify Block (Data 

Auditing), Update Block, Delete File, View 

Uploaded Blocks. 

6.2 Cloud Server 

The Cloud server manages which is to provide 

data storage service for the Data Owners.Data 

owners encrypt their data files and store them in 

the Server for sharing with data consumers and 

performs the following operations such as Login, 

View Data Owners, View End Users, View Hash 

Table, View File Request, View Transactions, 

View Attackers, View Results, View File Time 

Delay Results, View File Throughput Results. 

6.3 End User 

In this module, the user can only access the data 

file with the secret key. The user can search the 

file for a specified keyword and end user and can 

do the following operations like Register and 

Login, View All Data Owner Files, Request File, 

View File Response, Download File. 

6.4 Auditor 

In this module, the key issuer performs the 

following operations Login, View Hash Table, 

View Attackers, View File Updated or Deleted, 

View Results. 

VII. ALGORITHMS 
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VIII. RESULTS ANALYSIS 

 

 

 
Fig. 1: The RAL generation time 

 
Fig. 2: The proof generation time 

 

 
Fig. 3: The computation overhead 

comparison 

 
IX. CONCLUSION 

In this paper, we propose an efficient, secure and 

privacy preserving mobile cloud storage (MCS). 

The proposed scheme can protect data and access 

pattern simultaneously. Compared with existing 

schemes, our scheme has smaller item size, 

lightweight client-side computation and constant 

communication overhead. We also take temporal 

locality into consideration to further improve the 

efficiency of the scheme. By combining 

additional method, our scheme can be verifiable 

to resist malicious cloud. As a building block of 

the proposed MCS scheme, we also present an 

oblivious selection and update protocol, in which 

a client can obliviously select and update one of 

its encrypted data items outsourced in the cloud 

with a small vector. Due to small client 

computation and communication, we believe this 

protocol may be of independent interest for other 

secure multi-party computation application 

scenarios. The security and privacy proofs and 

analyses show that our scheme achieves data 

confidentiality and sufficient privacy preservation 

level. Finally, we compare our scheme with other 

two oblivious storage schemes and fully estimate 

our construction in a simulation environment. 

The results indicate that our scheme is 

significantly efficient and has good 

performances. 
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